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Windows forensic post exploit command 

 

network discovery: 

net view /all 

net view 

net view \\HOSTNAME 

net share 

net session 

wmic volume list brief 

wmic share get 

wmic logicladisk get 

 

scan: 

nbtstat -A indirizzoip 

for /L %I in (1,1,254) do ping -w 30 -n 1 192.168.1.%I | find "Reply" >> nomefile.txt 

nbtstat -c 

for /L %I in (1,1,254) do nbtstat -An 192.168.1.%I 

vedere le connessioni wifi salvate: 

netsh wlan show profile 

vedere le pssword salvate: 

netsh wlan show profile nomedelprofilo key=clear 

 

network: 

netstat -e 

netstat -nr  

netstat -naob 

netstst -S 




