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Executive summary

This report explores how the risks posed by the development, diffusion and military
use of artificial intelligence (AI) could be mitigated through the adoption and
promotion of responsible research and innovation (RRI) as an upstream approach to
arms control. Its main findings and recommendations can be summarized as follows.

The development, diffusion and adoption of military and dual-use applications of
ATl is not inevitable; rather it is a choice, one that must be made with due mitigation of
risks.

The arms control community is currently considering the role it can play in ensuring
that the risks posed by AI technologies are addressed. It is still debating to what extent
the standard tools of arms control can mitigate the humanitarian and strategic risks
posed by the military use of AI. The fact that such use hides a complex technological
reality makes the discussion on the topic challenging. AI is an enabling technology
that transcends the technology-centric silos in which arms control processes usually
operate. It also requires a level of technical expertise that states—as the central actors
in arms control processes—might not be able to mobilize sufficiently and quickly
enough to understand and react to rapid developments in this area. In addition, AT has
become the object of great power competition, which adds geopolitical challenges to
the pursuit of an arms control response to the risks related to military use of AL

In this context, the report finds that RRI as an approach to technology governance
could be useful for several reasons. First, it aims to involve all relevant stakeholders,
particularly academia and industry, which have the technical understanding of the
risks that may result from the development, diffusion and military use of AI tech-
nology. Second, it provides a governance framework for the early phase of research
and development that arms control may not easily capture. Third, RRI is preventive
and, by nature, iterative. It aims to identify risks and act upon them before they
materialize. Moreover, it seeks to do so not just once but throughout the life cycle of
technologies. Finally, because it does not necessarily aim to impose hard regulations,
RRI is potentially a less politicized process than formalized arms control discussions.
Like arms control, however, RRI also has its limitations. It is only one approach among
others and lacks harmonized implementation and enforcement mechanisms.

At the same time, the principles and self-governance instruments that RRI creates
could help the arms control community to make advances in its deliberation on the
governance of the risks posed by AI. Notably, RRI processes could build on existing
responsible AT initiatives, and export controls and internal compliance systems.

Many of the initiatives launched in recent years have targeted the development of
principles and mechanisms for RRI in AL These typically do not address risks related
to military use of AI—although they clearly should, given the predominant dual-use
nature of AI innovation. Against this backdrop, the report explores ways through
which existing RRI efforts on AI could mainstream international peace and security
considerations. It finds that there is a need to increase awareness about the second
and third order effects of AI research and innovation, both from a humanitarian and
a strategic standpoint. The report discusses how AI researchers and engineers can
evaluate and limit the consequences of their work through a number of means. These
could include (a) the implementation of very high ethical and safety standards; (b) the
development of mechanisms and methodologies for technology impact assessment
and foresight; (c) the design of fail-safe mechanisms; and (d) the application of pre-
cautionary measures in the publication of research findings. Universities, research
institutes and companies already diffuse AI technology in a responsible way by
complying with obligations derived from export control regulations and conducting
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